denepanbHOE TOCYIaPCTBEHHOE 00pa30BaTeIbHOE OI0IKETHOE
yUpexAeHUE BBICIIEr0 00pa30BaHUs
«DunaHcoBblil yHUBepcuTeT npu [IpaBurenncrBe Poccuiickoit @exepanum»
(PuHAHCOBBIH YHMBEPCHUTET)
JInneukuit puinan OUHYHHUBEPCUTETA

YTBEPX/IAO
3amecTuTeNb IUPEKTOpa
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PABOYASA NTIPOI'PAMMA JUCHUITVIMHBI

«OI1.09 BEBOITACHOCTb UTH®OPMALIMOHHbBIX CUCTEM)>»

no crnermanbHocTr 10.02.04 O6ecneuenre nHGpOpMATMOHHOW 6€30MacCHOCTH
TEJIEKOMMYHHUKAITMOHHBIX CHCTEM

Jlunenx - 2025



Pabouas mporpamma aucuUIINHb «be3onacHocTh WHGOOPMAIIMOHHBIX CHCTEM)
pazpaboTaHa Ha OCHOBe (emeparbHOTO TOCYIapCTBEHHOTO 00pa30BaTEILHOTO
cTaHmapra cpemHero mpodeccuoHaipHoro odpaszopanus (gamee — ®I'OC CIIO) mo
cnenansHoct  10.02.04  «O6Gecneuenne  MHGOPMALMOHHONW  0€30MaCHOCTH
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM.

PazpaboTumku:

UYepnako U.B. k.¢.-M.H., 10o1IeHT Kadeapsl YUeT U nHHOpMALMOHHbIE TEXHOJIOTUH B
ousnece Jlunenkoro guimana GuHyHUBEpCUTETA.

PaGouas mnporpamMma JUCHMIUIMHBI PAacCMOTPEHa M PEKOMEHJ0BaHA K
YTBEPXKIACHUIO Ha 3aceqaHuy Kadeapsl YUeT U nH)OpMaIMOHHbIC TEXHOJOTUH B
ousHece Jlunenkoro gpuianana @UHyHUBEPCUTETA.

ITpoTtokon ot 27.08.2025 r. Nel

3aBenytomuii kageapoit /

VYyeT u uHpopmMamoOHHbIE TEXHOJIOTUU B OU3HECE H.C. Mopo3zosa



1. OO61as xapakTepucTiKa pabodei mporpaMMbl TUCHUTUTMHb

1.1. MecTo IUCUUILTUHBI B CTPYKTYpE OCHOBHOM 00pa3oBaTeIbHOM
IPOrpaMMBI

JNucuuminHa «be30macHOCTh  OMEPAIMOHHBIX  CUCTEM»  SIBIICTCS
BapUATUBHOW  YacThi0  OOmEenpo(deccHoHaTbHOTO  IMKJIAa  OCHOBHOM

npodeCCHOHATTEHOM 00pa3oBaTeIbHON MporpaMmMbl B cooTBeTCTBUHU ¢ PI'OC mo
cnermansHocTH  10.02.04 Obecneuenne wWHHOPMAIMOHHON 0€30MTaCHOCTH
TEJICKOMMYHUKAIIMOHHBIX CHCTEM.

1.2. HGJ'IB U INITAHUPYEMBIC PE3YyJIbTAThl OCBOCHHUS JMCHUIIIINHBI.

B pPaMKax IIporpaMmbl TUCHUILIMHBI CTYACHTAMH OCBANBAIOTCA YMCHHUA U

3HAHUA
Ko o0mux n
HpO(beCCI/IOHaJII)HI)IX YMmenus 3Hauus
KOMIIETEHIINN
OK 01. -yIPaBJIATh apaMeTPaMH | -OCHOBHBIE MOHATHS, (PYHKIIUU, COCTaB U
OK 02. 3arpy3Ku OIIEPALMOHHON | MPUHIUIBI  pabOThl  ONEPALMOHHBIX
OK 05. CHUCTEMEI, CHUCTECM,
OK 09 - B B IOTOTHSSIT b -IPUHLMIBI  B3aWMOJICUCTBUSA  YacTeu
I1K.3.4 KOH(HIypHpOBaHKe KOMIIBIOTEPA;
anImapaTHbIX YCTPOMCTB; ~8pXUTCKTYPBI COBPCMCHHBIX
~yTIpaBIATD yueTHbiMp | CTIEPALMOHHBIX CHCTEM;
3aTHCAMH, HACTpAHBATS -0COOEHHOCTH NOCTpoeHus M
mapaMeTpsl  paGoueil  cperI (YHKIIMOHUPOBAHUS ~ cemelicTB
.. onepanMoHHbIX cucteM «Unix», «Astra
T0JIb30BaTENECH; - :
Linux» 1 «Windowsy;
-YIpaBJIATh JTIUCKaMU u ABITC cevpea
o -IIPHHITUIIBI BIICHUS MH B
(aitnoBsIMu CHUCTEMaMH, PHHI ynip pecyp
OTIEpAIIMOHHO cucTeME;
HACTpauBaTh CETEeBbIC
-OCHOBHBIC 33J1a4dl aJMUHUCTPUPOBAHUS
TapameTpsl, YIIPaBIIAT
Y CHIOCOOBI X BBHITIOJTHEHUS B U3y4aeMbIX
pa3lelieHueM  pecypcoB B
. OTIEpAIIMOHHBIE CUCTEMAX;
JIOKJILHOM CeTH;
. -CHCTEMBbI 0e30MacHOCTH
-YIPaBJIATh YCTPOHCTBAMH
H(GOPMAIIMOHHOTO obecrieyeHust
BBO/JIa — BBIBOJIA,
00BEeKTA.
yCTaHaBJIUBATh u
KOH(QUTYPUPOBATh  CHUCTEMBI
0€301MacHOCTH
MH(GOPMAITMOHHOTO

oOecrieueHus1 00bEKTA.




2. CTpyKTypa u cojiepKaHue TUCUUTIINHBI

2.1. O6BbeM JUCHUIIIMHBI U BUJIBI y4eOHOH pabOThI

Bun yaeOHOI paboTh O0Bem B yacax

O0BeM 00pa3oBaTEIHLHOM MPOTPAMMBI TUCITUTUTAHBI 148
O0BeM paboThl CTYIEHTOB BO B3aUMO/ICHCTBHH C TIPEToaBaTesieM 140
B TOM YHCJIC:

TEOPETUIECKOE 00YICHUE 62
MPaKTUYECKHUE 3aHATH 64
71abopaTOpHBIC 3aHSTHS -
KOHTPOJIbHBIE PA0OTHI 2
KypcoBasi pabota (IpoeKT) (€Ciii PeayCMOTPEHO) -
caMmocCTosiTeNbHas paboTa 8
[TpomexxyTounast artectanus B popme 3K3aMeHa 12




2.2. TemaTtuueckuil TjIaH ¥ COJICPIKAHUE TUCITUTLITUHBI

Konasl koMIIeTeHINM,
Coneprkanue yueOHOT0o MaTepuana
HaunmenoBanue pasienos O0BeMm (dhopMHUPOBAHUIO
¥ GOpPMBI OpraHu3auu

U TEM B Yacax | KOTOPBIX CLIOCOOCTBYET
JeSITeIbHOCTH CTYJCHTOB
AJIEMEHT POTPAMMBEI

1 2 3 4

Pa3nea 1. UcTopusi, Ha3HaYeHHe U (PYHKIMH ONlepaliiOHHBIX 7
CHCTEM

Tema 1.1. OOmue Coneprxkanue yueOHOro MaTepuasa 2 OK. 01, OK. 02, OK.
cBelleHus 00 05, OK. 09
OIEPALMOHHBIX CHCTEMaX

Mecto oOmepanMOHHONW CHUCTEMBI B
CTPYKTYpE MH(POPMAIIMOHHOM
CHCTEMBI.

[TonsTne U Ha3Ha4YCHUE
OIIEPALMOHHON CUCTEMBI,
ONEPallMOHHOW CpPEJIbI.

I'pymmel HI0JIb30BaTENEN
ONEPallMOHHON CHUCTEMBI.

TumnoBas cTpykTypa OIEpallMOHHOU
CUCTEMBI, B3aMO/JICHCTBHE
OCHOBHBIX KOMIIOHEHTOB.
Knaccudukanus OTepalOHHbIX
CHCTEM.

TpeboBaHnust K  COBpEMEHHBIM
OIIEpPALIMOHHBIM CHCTEMAM.

B TOoM umcIie npakTHYECKUX 3aHATHI -

CamocrosiTenbHas pabota -
CTY/ICHTOB

Tema 1.2. OBomronus Conepsxanne yueOHOro MaTepuasa 2 OK. 01, OK. 02, OK.
OTIePAITIOHHBIX CHCTEM Hcropus SBOJIIOLIHA 2 05, OK. 09,
BBIYMCIUTENBHBIX CHUCTEM u
OTIePAITMOHHBIX CUCTEM.
CoBMeCTUMOCTD u
MHO>KECTBEHHOCTh TIPHUKJTATHBIX
MIPOrPaMMHBIX CpPE]I.

B ToM 4nciie npakTHYeCKUX 3aHITHI -

CamocrosTenbpHas pabota -
CTYJICHTOB

Tema 1.3. ®ynkunn Coneprxanue yueOHOro MaTepuana 3 OK. 01, OK. 02, OK.
OTIePaITMOHHBIX CHCTEM 05, OK. 09,
K 3.4

OcHOBHbBIE QYHKLIUHU ONEPAIIIOHHBIX
CHCTEM: TUTAHUPOBAHHE 3aJaHUil |
yIpaBJIeHHE MpoLIeCCaMH,
YHOpaBJICHUC MaMATBIO, YIIPABJICHUC
daitnamu u BHEIITHUMU
yCTpOMCTBaMH, obecrieueHne
0€e301MacHOCTH, TIOJ/IEPXKKA
nHTepdeiica MIPUKJIATHOTO
MPOrpaMMHPOBAHUS, MOJIJIEPKKA
MOJTL30BATEIILCKOTO HHTEpdeiica.

B Tom uncne IMPAKTHYCCKHUX -




3aHATUHN

CamocrosrenbHas paboTa
CTY/ICHTOB

Pazpabotka cripaBo4HHKa 1O
KOMaHJaM KOMaHJIHOTO
unrepnperaropa OC Windows.

Pa3gen 2. ApxuTekTypa onepanuoHHOil cHCTeMbI

13

Tema 2.1. CtpykTypa
OTIEPALMOHHBIX CUCTEM

Conepixkanue ydeOHOToO MaTepuaia

CrtpyKTypa OIepalMOHHBIX CHUCTEM.
Bunpl siapa onepaniioHHbIX CUCTEM.

MukposinepHas apXUTEKTypa
(MoOJIenTb KIIMEHT-CEPBEP)

B ToM umncIie mpakTHYECKUX 3aHATHI

CamocrosiTenbHas pabota
CTYJICHTOB

OK. 01, OK. 02, OK.
05, OK. 09, IIK 3.4

Tema 2.2. O630p
COBPEMEHHBIX
OIICPalIMOHHBIX CUCTEM

Conepsxanue yueOHOro MaTepuania

11

O630p  OmepanuoOHHBIX  CHCTEM
cemeiictBa Windows. ApXuUTeKTypa
U OpraHu3anyss  COBPEMEHHOM
onepanroHHoN cucteMbl Windows.
O0630p  OmepaluOHHBIX  CHUCTEM
cemeincTBa Unix. Hcropus
BO3HUKHOBEHHMS M PA3BUTHSL.
Ucropus BO3HUKHOBEHUS u
pa3Butus Astra Linux.
ApxuTekTypa M OpraHH3aIus
ONEpallMOHHOW  CHCTEMBI  Astra
Linux.

B TtoMm uncine MPAKTHYCCKUX 3aHSITUH

1.IIpakTnaeckoe 3aHATHE
«M3yuenune AMYJISITOPOB
ONEPALMOHHBIX CUCTEM. YCTaHOBKA
OIIEpaIlMOHHOM CHUCTEMBI CEMENCTBA
Windows»

2.IIpakTnueckoe 3aHATUE
«Hcnonb3oBanue CEPBHUCHBIX
IIporpamm HOJIEPIKKH
untepdeiico. Hactpoiika padouero
croma. Hacrtpolika cucremsl ¢
nomombto  [lanenmu  ympasienwus.
Pabota co BCTPOEHHBIMU
MIPUIIOKEHUSIMU

3. Ilpaktuyeckoe 3ausTHe «Paborta
¢ OC Astra Linux B rpaduueckom
pexume. ITraTHbIit
UHCTPpYMEHTapuil ans  paboThl C
rpaduueckoit 000109KOiL.»

CamocTosTenpHast pabora

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4




CTYICHTOB:
Pa3pabotka CIPAaBOYHHUKA o
komangaMm OC Astra Linux.

Pa3nen 3. O01ue cBeIeHUsI 0 TPoIeccax U MOTOKaxX

13

Tewma 3.1. Ilponeccel u
MTOTOKH B OTIEPAIIMOHHBIX
cucTeMax

Conepikanue y4eOHOro MaTepuaa:

[TonsaTue npomecca, MoToka (HUTH).
CocTosiHHSI  TIOTOKa: TOTOBHOCTD,
WCIIOJTHEHUE, OKUIaHHUE.

Oneparuu HaJ MPOLIECCAMM:
OJTHOPA30BbIC - CO3JIaHHMeE,
3aBepIIeHHe;  MHOrOpa3oBhlE  —
3aIycK, IPUOCTAHOBKA,
0JIOKHpOBaHKE, pa30JOKUPOBAHHE.

B Tom uncne IIPAaKTHYCCKUX 3aHATUH

CamocrositenbHas pabota
CTYJICHTOB

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4

Tewma 3.2. [InanupoBanue
MIPOIIECCOB

Copepxanue yueOHOro MaTepuana:

YPOBHM ITAHUPOBAHUS.

Kpurepun IUTAHUPOBAHMS "
TpeOOBaHUS K QJITOPUTMAM.
[TapameTpsl IaHMPOBAHUS.
BeITecHAIOIIEE M HEBBITECHAIOLIEE
IUIAHUPOBAHUE.

KontponbHas pabota 1o pasneny

«O01mue cBeleHUsT O TMpoLeccax H
norokax»: First-Come, First-Served
(FCFS), Round Robin (RR),
Shortest-Job-First (SJF), Multilevel
Queue, Multilevel Feedback Queue.

B TOoM umcIie npakTHYECKUX 3aHATHI

CamocrosiTenbHas pabora
CTY/ICHTOB

OK. 01, OK. 02, OK.
05, OK. 09,
IIK 3.4

Tema 3.3. IlpepbiBanus u
CHCTEMHBIE BBI30BBI
OTIEPAIIMOHHBIX CHCTEM

Copepxanrie yaeOHOrO MaTepuana:

[lonsTe nmpepriBaHus.
Knaccel  mpepbiBaHMid:  BHEUIHHE

MpepbIBaHUs (anmapaTHble),
BHYTPEHHHE TpepHIBaHMS
(MCKJTIOUUTENbHBIE CHUTYalluH),
MpOTrpaMMHEIE TIpepbIBaHUS
(cucTeMHbIE BBI3OBBI).

Crioco0b1 BBITTOJIHEHUS
IIpEpLIBaHUM.

OO6paboTka npepbIBaHUI.
Ocobennoctn  MoOmnbHbIX  OC.
Yrpo3sl 6€30MacHOCTH MOOMIIBHBIX
OC. VinpasieHue JAOCTYIIOM B
MoOmIbHBIX OC. AnTuBHpycHOE [10
MoOmIbHBIX OC.

OK. 01, OK. 02, OK.
05, OK. 09,
IK 3.4




B ToM 4mncIle IpakTUYECKUX 3aHATUH

1.IlpakTyeckoe 3aHATHE
«Y1paBiieHHe [poueccamMu c
MOMOIIBI0 KOMaHJ| OIEePaIlHOHHOM
CHCTEMBI JUI pabOTHI C TPOIIECCaAMI»
2. IlpakTrueckoe 3aHsTHE «3aluUTa
UHpOPMAITHN»

CamocrositenbHas pabora
CTY/ICHTOB:
PazpaGoTrka  cmpaBOYHHMKAa IO

KaHajaM 3allpoCcoB  IPEpBhIBaHUIA

(IRQ).

Pasnen 4. BzaumopeiicTBue U niIaHUPOBaHUE MPOIECCOB

Tema 4.1.
CunxpoHu3aIus
MIPOIIECCOB U MOTOKOB B
OTIEPAIIMOHHBIX CUCTEMaX

Conepixkanue yueOHOro MaTepuaa:

[Tonsarue CHUHXPOHU3AIIHH,
KPUTHYECKOW CEKIIUH.
IIporpammubie
OpraHu3aluu B3aUMOJICVCTBHUS
MPOLIECCOB:  3allpeT MpEepbIBaHUM,
NepeMEHHas-3aMOK, cTporoe
yeperoBaHue, Quard TOTOBHOCTH,
anroput™m  Ilerepcona, ajnroputm
OYJIOYHOIA.

MexaHU3MBI CHHXPOHHU3AIHH:
ceMa(opbl, MOHUTOPBI, COOOIICHHUS.
B3anMHbIe  OIIOKMPOBKM  TTOTOKOB
(KMMHYM, NEJJIOKU, TYTTUKH).

Y ciioBHsI BOSHUKHOBEHHUS TYITHKOB.
Mertonpl  60pBOBI €  TYMHMKAaMHU:
UTHOPUPOBAHUE po6IeMbl
TYIHKOB, Ipe0TBpalleHne
TYIUKOB, OOHAapY)XEHHE TYIHKOB,
BOCCTAaHOBJICHHME IIOCJIE TYITUKOB.*

AJIT'OPUTMBI

B ToM unciie mpakTHYeCKUX
3aHATHI:

1. [IpakTnueckoe 3aHSATHE
«Ympasnenue nponeccamu B OC
AstraLinux»

CamocTosTenpHas
CTYJICHTOB:
WNnentudukanus u ayreHTHGUKAISL
nosib3oBareneit OC. Ayaut B OC.

pabora

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4

Pa3jnen 5. YnpaBJiieHue namMsTbI0

10

Tewma 5.1. Opranuzanus
maMsATH

ConeprkaHue yueOHOTO MaTepHania:

®dusuyeckas opraHuzanus NaMsITH
KoMmmbloTepa. Jlorudeckass mamsiTh.
CBs3bIBaHHE aIPECOB.
DYHKIIMA  CUCTEMBI
MaMSATHIO.

YIIPABJICHUS

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4




Cxempl  ympaBi€HHsS  NaMSATBIO:
cxema C (UKCUPOBaHHBIMU
pazzesnaMu, OJUH IIPOLECC B IAMATH,
OBEpJICHHAsT CTPYKTypa, CBOIIMHI,
CX€Ma C IIEPEMEHHBIMU Pa3AciIaMu.

B ToM 4dnciie npakTHYeCKUX 3aHITHI

CamocrositenbHas pabota
CTYJICHTOB

Tema 5.2. YipaBnenue
BUPTYaJIbHON MAMATHIO

Conepikanue y4eOHOro MaTepuaa:

Konuenuus BUpTyanbHON MAMSTH.
ApXUTEKTYpHBIE cpencTBa
MOJJEPKKH BUPTYAJIbHOW MaMSTH:
CTpaHU4Has opraHu3arus
BUPTYAJIbHOM MTaMSTH, CETMEHTHAS U
CErMEHTHO-CTPaHUYHAsI.

Crpykrypa  TaOnWIBl  CTpaHUIL.
MexaHnu3M accolMaTUBHON IMaMSTH.

B ToM umncIie mpakTHYECKUX 3aHATHI

1. [IpakTnaeckoe
«YnpaBJi€HHUE MAMSTBIO)

3aHATUC

CamocrosTenbHas
CTYJICHTOB:
Yrpo3bl 0€30MacHOCTH OC.
TpeboBanuss k  3ammure  OC.
Pasrpannuenue noctyna B OC.

pabora

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4

Tema 6. MaiinioBasi cucTeMa U BBOJA — BbIBOJ HH(pOpMAMH

28

Tewma 6.1. Opranuzarus
(aitioBoil cucTeMsbI B
ONEPalMOHHBIX CUCTEMAX

Conepsxanne yueOHOTo MaTepuana:

[lonsitTue  (aiimoBol  CHCTEMBI.
OyHk1un GaiaoBoi CUCTEMBI.
duznyeckas opraHusanus
(aitoBoii cCTEMBI.

Jlormueckast opranu3zanus ¢GpaiioBoit
CHCTEMBI.
[TonsaTne
(xaranora).
O6mme cBeneHust o (aitmax: TUIIBI
¢aitnoB, umeHa Qaiino, arpuOyThI
(haiinos.
Crpykrypuszanus
OoCIe0BaTEIbHBIN
IIPSIMOTO
MOCTIeI0BaTEIbHOCTD
(UKCHPOBAHHOM
MOCTIeI0BATEIbHOCTD
IIEPEMEHHON JIJTUHBI.

daitna,  aAUpexTOpUU

Gaiinos:
daiin, daitn
JIOCTYTIA,
3aImce
JUTAHEI,
3armce

B ToM 4dnciie npakTHYeCKUX 3aHITHI

CaMocTosTenbHast
CTYJICHTOB

pabora

OK. 01, OK. 02, OK.
05, OK. 09,
K 3.4

Tewma 6.2. Onepanun Haj

Coneprxanue y4eOHOTO MaTepHania:

OK. 01, OK. 02, OK.




¢aitnamu u
TUPEKTOPUSIMA

Omnepauuu Hafx (ainamu. Onepanuu
HaJl AUPEKTOPUAMH (KaTaJIOTaMH ).
3amura daiinos. [IpaBa gocrymna*

B ToM 4mncIle MpakTUYECKUX 3aHATHH

1.IlpakTdeckoe 3aHsTHE
«BrimonHenue oneparuii ¢ gpaitnamu
Y TIAlKaMuy

CamocrositenbHas pabota
CTYJICHTOB

05, OK. 09,
I1IK 3.4

Tema 6.3. Peanmmzanus
(aitnoBoil cucTeMsl

Copepxanue y4eOHOro MaTepuana:

O6mas CTPYKTYypa (haiinoBoit
CUCTEMBI.

VYrpasiieHue BHEITHEH TaMAThIO.
Peanuzanus nupexkropuid.
MonTupoBaHue (HaisIOBbIX CUCTEM.
Cesi3piBaHme (paitiioB.

Kooneparus nporeccos mpu padore
¢ daitnamu.

CoBpeMeHHbIE APXUTEKTYPBI
(halI0BBIX CHCTEM.

B Tom yncne IIPAaKTHYCCKUX 3aHATUH

CamocrositenbHas pabota
CTYJICHTOB

OK. 01, OK. 02, OK.
05, OK. 09,
I1IK 3.4

Tema 6.4. HagexxHocTh U
MIPOU3BOIUTENBHOCTh
(aitnoBoil cucTeMsl

Copepxanrie yaeOHOTO MaTepuana:

LenoctHOCTh (haliIOBOIl CHCTEMBI:
MOPSAJIOK  BBIMIOJIHEHUSI  ONepalui,
KypHAIU3aLys, IIPOBEPKA
LEIOCTHOCTU (halijIOBON CHCTEMBI C
MIOMOUIBIO YTUJIMT.

VYnpasieHue «II0XuMu» 0JI0KaMu.
CpencTBa obecrieueHus HaIeKHOCTH
(haityIoBOM CUCTEMBI: K3LIMPOBAHUE,
ONTUMAJIHOE pa3MelIeHre
nH(OpMAaIIUY Ha JIUCKE.

B ToMm uncie NMPAKTHYCCKUX 3aHSITUH

CamocrosTenbpHas pabota
CTYJICHTOB

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4

Tewma 6.5. Opranuzanus
BBOJIa-BbIBOJIA

Conepxanre yaeOHOrO MaTepuana:

dusznueckue MPUHLUTIBI
OpraHM3aly BBOIa-BbIBOJIA.

Jlornueckue MIPUHIIUIIBI
OpraHu3aIu BBO/1a-BBIBO/IA.
CTpyKTypa cuCTEMBI BBOJA-BBIBOJIA.

B ToMm uncie NMPAKTHYCCKUX 3aHSITUH

1.IIpakTdeckoe 3aHsTHE
«Opranuzanus BBoga-BeiBoga B OC-
Linux»

CamocTosTenpHast pabora
CTYZICHTOB

OK. 01, OK. 02, OK.
05, OK. 09,
[IK 3.4

Tema 6.6. ynkmu u

Coneprkanue y4eOHOTO MaTepHana:

12

OK. 01, OK. 02, OK.




3a71a4d 0a30BOM
IMOJCHUCTEMBI BBOJA-
BbIBOJa

Oyuknur  6a30BOM  MOJCHUCTEMBI
BBO/Ia-BbIBOJIA.

[Momnepxka OJIOKHPYIOIIUXCA,
HEOJIOKUPYIOIIUXCSI U ACHHXPOHHBIX
CUCTEMHBIX BBI30BOB. bydepuzamus
u x3mupoBanue. CIyIuHT U 3aXBaT
ycrpoiictB. OOpaboTka OMmMMUOOK |
NpepbIBaHUH. [InanupoBanue
3aIpOCOB. 3amaun 0a30BOi1
MOJICUCTEMBI BBOJIa-BBHIBOJIA.

B ToM 4ncIle IpakTUYECKUX 3aHATUH

1. IIpaktuyeckoe 3anstue «Pabora ¢
IIPOrpaMMOi «Daiin-MeHeKep
[IpoBognuk». PabGota ¢ daitioBeIMU
CHCTEMaMH M JUCKaMU. .

2. [lpaktuyeckoe 3ansTHe «Paborta
C KOMaHJaMM B  OIECAlMOHHOU
cucreMe. lcronb3oBaHne KOMAaHII
paboTel ¢ (daillaMu W KaTajgoraMw.
Pabora ¢ guckaMm.

3. [IpakTrueckoe 3aHATHE
«YCTaHOBKa M HACTPOMKA CHUCTEMBI.
YcraHoBka apaMeTpoB
ABTOMAaTHYECKOTO OOHOBIICHUS
CHUCTEMBI. Y CTAaHOBKA HOBBIX YCTPOMCTB.
VYnpasneHue JUCKOBBIMH PECYPCaMH. )

CamocTosTenbHas pabota
CTYJEHTOB:

Pa3pabotka CIPaBOYHHKA 1o
KaHajaM MpsIMOTo JIOCTYMA K MaMsATH
(DMA).

05, OK. 09,
I1IK 3.4

Tema 7. 3ammra nundopmanuu B copemeHHbix OC
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Tema 7.1. Yrpo3sl
6e3onacnoctu OC.
TpebGoBanus K 3a1IUTE
OC. Pazrpanuuenue
nocryna B OC.

Cogepxanue yueOHOro MaTepuana:

10

WNnentudukarus u
ayTeHTU(UKaLIHAL.

ITapomu.  Ya3BUMOCTH — IapOJIEH.
udposanue napoiei.
ABTopuszanus. Pasrpannuenue
J0CTyTNa K 00bEKTaM OINepariioHHOM
CUCTEMBI.

Marpuna JIOCTyTIA.
Hepnomnycrumocts IIOBTOPHOTO
UCIOJIb30BAHUS 00BEKTOB.
BeisiBnenue  BTOpkeHUH.  Ayaut
CUCTEMBI 3aIIUTHI.

B ToMm umciie mpakTHYeCKUuX
3aHATHH

1. ITpakTrueckoe 3anstue «Pabora ¢
YUYETHBIMH 3aMUCSIMU TIOJIb30BaTeNIeH
U TPYIIIAMI.

2. [IpakTnueckoe 3aHATUE

OK. 01, OK. 02, OK.
05, OK. 09,
IK 3.4




«JlmarHocTuKa M KOPPEKIHs OMIMOOK
OMEPaIIOHHOW  CHCTEMBI, KOHTPOJIb
JIOCTYTIA K OTICPAI[IOHHOM CUCTEME)

CamocrositenbHas pabota -
CTYJICHTOB
Tema 7.2. CereBbie u Conepxanrie y4eOHOTO MaTepuaa; 8
paclpeaeICHHbIC B TOM 4mcine — mpakTHYECKUX 4
OIIEPALIMOHHBIE CUCTEMBIL. | 3qpsTHil:
[TepcriexTuBBI PasBUTHA | | [Tpakrnueckoe 3anstne «CeTeBblE 4
OTepalMOHHbIE CUCTEMBI.
Pacripenenennble  onepaiyoHHbIE
CUCTEMBI.
B3aumoneiictue AJICHHBIX
npouecj[OB KaK OCHOBaYH paboThI OK. 01, OK. 02, OK.
BBIYHCITHUTEIHLHBIX CETEH. 05’ OK 09’
OCHOBHBIE ~ BOINPOCHl  JIOTHYECKOU 1K 3.4
OpraHu3alMy mepefadn WHPOPMAaLUH
MEXAY  YIOAJICHHBIMU  IPOLECCAMHU.
CHHXpOHU3ALMS YAaJCHHBIX
HPOLIECCOB.
ITonsTue nmporokona. MHOroypoBHeBast
MOOCIb TIOCTPOCHUA CCTCBBIX
BBIYHUCINUTCIIBHBIX CUCTCM)).
CamocrosiTenbHas pabota -
CTYJIEHTOB
Tema 7.3 Copepxanrie yaeOHOTO MaTepuana 40 OK. 01, OK. 02, OK.
WNnentuduxarus u IIpenMer u  OOBEKT  3aAIIUTHI 12 05, OK. 09,
6e3onacHocth OC nHpopmanuu. Anamuz yrpo3z Ub. K 3.4

Onpenenenus (6e3omacHOCTS,
YIpO3bl, 3JI0YMBIIUICHHUKH, TTOTEPS
JTAHHBIX ). Kpunrorpadus (c
3aKpBITBIM, OTKPBITBIM  KITFOUOM,
HeoOpaTuMble (QyHKIUH, UppoBast
TIO/IITUCH ). [TporpammHO-
TEXHUYECKUU YPOBEHb Ub.
TpebGoBanus k 3amuTe HHGOPMAIIHH.
Mexanusmsl 3amutel OC. Ananus
3aNIUIIEHHOCTH OC.
Ayrentudukanus (MCHOIb30BAHUE
napoyied, (Qu3nYeCKUx OOBEKTOB,

OMOMETPUYECKUX JTAHHBIX,
JIOTIOJTHUTEbHBIX YCTPOMCTB).
Ataku (TposiHBI, danpmBas

perucTpanus, JOTHYeCKHe OOMOBI,
MOTAaHBIE JBEPH, TEPEHOTHEHHE
oydepa). Atakm OC (cueHapwii
HaHeceHWs  ymepba  BuUpycamy,
QITOPUTMBI paboThI u
pacrpocTpaHeHus BUpYCAa,
antuBupycHeie IO u TexHomorus,
WHTEPHET-YEPBH, MOOWITEHBIE
porpaMMbl). MexaHu3Mbl 3alllUThI
(ceTeBble dKpaHbl, JOMEHBI 3alTHUTHI,




yIpaBieHuE JIOCTYTIOM,
BUpTyanu3auus, DMZ, necoyHulbl,

IIEPEYHU BO3MOYKHOCTEH).
Hanexubie CHCTEMBI
(BBICOKOHA/Ie)KHAsI BBIYMCIUTEIbHAS
Oasa, dhopmasibHBIC MOJIeTTH
3aIIMIIEHHBIX CHCTEM,
MHOTOYPOBHEBasI 3amiura,

OopaH)kXeBasi KHUTa 0€30MacHOCTH,
TallHble  KaHalbl).  MeXxaHu3MbI
3amuthl ¢ainoB OC. be3zonacHbrit
pexum 3arpy3ku  OC. Konconb
BOCCTaHOBIICHHUS Windows
(RecoveryConsole).

B TOM wuuncne mpakTHYECKHX WU 28
71a00PATOPHBIX 3aHSITHIA:
1.IlpakTideckoe 3aHsTHE 6
«Hactpoiika Microsoft Defender»
2. IIpakTueckoe 3aHsTHE
«Pe3epBHOE KOITMPOBAHUE u
BOCCTaHOBJICHHE JIaHHBIX, 6
aBapuiiHoe BoccTaHoBieHre OC»
3.IlpakTHdeckoe 3aHATHE
«IpocMoTp  kKypHama  cOOBITHIT 8
Microsoft Defender».
4.IIpakTHueckoe 3aHATHE
«Hactpoiika TpynmnoBBIX HOJUTHK 8
0€30MacCHOCTH B OIEPALMOHHOM
CHCTEME)
CamocTosTenbHas pabota -
CTY/ICHTOB
Koncyabrauun 4
IIpome:xkyTouHasi arTecTanus B popme IK3amMeHa 8

Hroro:
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3. YCJOBUSA PEAJIM3ALUU ITPOT'PAMMBI JUCHUIIJINHBI

3.1.JIns peanuzanMy  NpOrpamMMmbl  JAUCHUIUIMHBI  MPEAYCMOTPEHBI  CICAYIOUIUME  CIelUaIbHbIC
nomenieHus (B coorsercteuu ¢ ®I'OC u ITOOI]):

1. YuebHas ayauTopus Ui IPOBEICHHS 3aHATUI BCEX BHJIOB, IPEIYCMOTPEHHBIX 00pa30BaTeIbHON
MIPOrpamMMOii, B TOM YHCJIE TPYIIOBBIX U MHIUBUAYAIbHBIX KOHCYIbTALIUH, TEKYIIETO KOHTPOJIS U
POMEXXYTOUYHOHU aTTecTaluu

(Kabunet nnpopmaTukm)

Crenuvanu3upoBaHHas MeOeb:
Jlekumnonnble mapThl — 13 mrT.
Crynbs — 37 wr.

Crous KoMIbIOTEpHBIN — 1 mT.
Yuyebnas nocka — 1 mmirt.

DKpaH HACTEHHBIN — 11IIT.

TexHuveckue cpecTra 00yUeHUs:

Komnerorep npenoaaBarens — 1 mrt.

Kommsrotep oby4uaromerocs (HOyTOyk) — 12 .
MHuorodyHKIHOHAIbHOE YCTpOHCTBO/MpUuHTEp — 1 1mIT.
MynsTuMeana mpoekTop — 1 mr.

AyAMOKOJIOHKH — 11T.

2. KoMmnbroTepHbIii Ki1ace

CroenuanusupoBaHHas MeOEIb:
DKpaH HACTCHHBINA — | 1mT.
KommnbroTepHbie CTONBI — 22 IIT.
Crou nuceMeHHBIN — 12 mT.
Kpecno xommbrorepaoe — 22 mir.
Crynes — 24 wr.

Hlkad mist tokymeHToB — 1 mir.

Texnuueckue cpecTBa 00yyeHus:

[lepconanbpHBIE KOMIBIOTEPHI (MOHOOIOKH) — 24 TIIT.
MynpTuMeana npoekTop — 1mr.

AyaMOKOJIIOHKH — lmT.

3. YueOHas ayauTopus Ui TPOBECHUS 3aHATHI BCeX BUIOB, IPEAYCMOTPEHHBIX 00pa30BaTeIbHON
MPOTpaMMO¥, B TOM YHKCJI€ TPYMIOBBIX U MHANBUIYATbHBIX KOHCYIbTAIIUN, TEKYIIETO KOHTPOJIS U
MPOMEKYTOUHOM aTTeCTalluu

(MeTonuueckuii KaOUHET)

Crenyanu3upoBaHHas MeOeb:
Kommnbrorepusie ctosbl — 20 miT.
Cton nuchbMeHHbIN — 13 miT.
Kpecno kommbroreproe — 20 miT.
Crynps — 26 wr.




HIkad ans yaeOGHO-METOANYECKHX MaTepHajIoB — 6 MIT.

TexHuueckue cpesicTBa 0OyueHuUS:
[TepconanbHple KOMIIBIOTEPHI — 18 1IT.
MynpTumeaua npoexkrop — 1 mr.
DKpaH HaCTeHHbIN — 1 mIT.
AyaMOKOJIOHKH — 111T.

4. TTometeHus AJisi CAMOCTOSITENILHOM paboThl: buOMMOTEKa M YUTATBHBIH 32l C BEIXOJOM B CETh
Wurepuer

Croenyanu3upoBaHHasi MeOeb:

Croux kadenpa — 3 mr.

KaTanoxHslii siumk — 1 .

HIxad mmst ynraTenbCkux GopMyssipoB — 3 MIT.
Butpuna amst kKHur — 3 mmr.

Cron yuennyeckuii — 24 mr.

Kpecio koMmbproTepHoe — 2 mir.

Cryn - 48 .

Croun 3proHoMuYHbIHN ¢ TyMOO# — 1 1mIT.

Hlkad mis J0KyMEHTOB — 3 mIT.

TexHuueckue cpesicTBa 0Oy4eHHUS:
[lepconanbHble KOMIBIOTEPHI— 18 mIT.

[lepeueHsb mpodeccoHAbHBIX 0a3 JaHHBIX 1 HHOOPMAIIMOHHO-CIIPABOYHBIX CHCTEM

CIIC KoncynbraHT +

HNudopmannonHas cucrema «EqiuHOE OKHO ToCTyTa K 00pa3oBaTeNbHBIM pecypcaM. Pasnern.
HNudopmatuka 1 ”HGOPMALIMOHHBIE TEXHOJIOTHMI» [ DIeKTpoHHBIH pecypc]. URL:
http://window.edu.ru/catalog/?p_rubr=2.2.75.6

DnekTpoHHO-0nbIHoTeuHas cucrema IPRbooks [Dnexrponssiii pecype]. URL:
http://www.iprbookshop.ru/

OnekTpoHHO-0MOaMoTeuHast cuctema FOpaift: https://urait.ru

DnekTpoHHO-0MOIMoTeuHas cucteMa Znanium: https://znanium.com/

OnekTpoHHO-0nbIoTeuHas cuctema Book.ru: https://book.ru/

DekTpoHHO-0MOaHOoTeuHas cuctema Jlans : https://e.lanbook.com/

[epeueHb JIMIICH3MOHHOTO U CBOOOTHO PACIIPOCTPAHAEMOTO IIPOrPAMMHOTO 00eCICYeHHUS
Astra Linux, Libre Office
Ownaiin mathopMBbl TS CO3/IaHMs, TPE/ICTABICHHS U aHaIi3a npe3eHTaiwii: Prezi, slides.com
Lludposeie onenounsie cpeacrsa LMS mratdopm moodle, coreapp.ai
KOMITAC-3D v21VYueOHnas Bepcus

3.2. lndopmaniioHHoe oOecrieueH e peain3aliy MporpaMMel
OCHOBHBIE M€YATHBIE U AJIEKTPOHHBIC U3/IaHUS

1.bataeB, A.B. OmnepannoHHBIE CHUCTEMBI W CpeAbl: YYEOHUK ISt
CTYJIGHTOB YUpEXICHHM cpeaHero mnpodeccuoHanbHOro oOpa3oBaHUs 10
crenuayibHOCTSIM  "MH(pOpMaImoHHble CHUCTEMBI W NPOTpaMMHUpOBaHUuE",
"CereBoe u CHUCTEMHOE aIMUHUCTPUPOBAHUE", "ObecnieueHue


http://window.edu.ru/catalog/?p_rubr=2.2.75.6
http://www.iprbookshop.ru/
http://cat.library.fa.ru/zgate.exe?ACTION=follow&SESSION_ID=2256&TERM=%D0%91%D0%B0%D1%82%D0%B0%D0%B5%D0%B2%2C%20%D0%90.%D0%92.%5B1%2C1004%2C4%2C101%5D&LANG=rus

UHPOPMAIIMOHHON Oe30macHOCTH aBToMaTH3upoBaHHbIX cucteM" / A.B. baraes,
H.IO. Hamtorun, C.B. CunuupiH .— 4-e u3a., crep. .— MockBa : Akaaemus,
2020 .— 271 c. + Tupax 1000 sx3. — ( [IpodeccronaabHoe 00pa3oBaHuE) .
— ISBN 978-5-4468-8681

2. T'octes, . M. OnepaniMoHHbIE CUCTEMbI: YU€OHUK U MPAKTUKYM JIJIsi
cpeaHero npodeccruoHansHoro oopasosanus / . M. I'octeB. — 2-e Uz ., uchp.

u gon. — MockBa: MzmarensctBo  FOpaiit, 2022. — 164 c. —
(ITpodeccuonansuoe obpazoanue). — ISBN 978-5-534-04951-0. — Tekcr:
anektponHbli // OOpaszoBatenbHas tiardpopma HOpaiir [caiit]. — URL:

https://urait.ru/bcode/ (nara ooparenus: 07.06.2025).
JlomoTHUTEIHHBIC HCTOYHHKU:

1. Kob6sutanckuii, B. I'. OnepaniuoHHbIE CUCTEMBI, Cpellbl U 00OJOUKHU:
yuebHoe nmocobue / B. I'. Koosursiackuii. — HoBocubupck: HI'TY, 2018. — 80
c. — ISBN 978-5-7782-3517-5. — TexkcT: anekTpoHHbI# // JlaHb: 3IE€KTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/118278 (nata
obpaienust: 07.06.2025). — Pexum qocTymna: i aBTOpU3. MOJIb30BATEIICH.


https://urait.ru/bcode/492342

4 KOHTpOJII) " OLICHKA PC3YyJIbTAaTOB OCBOCHUA JUCHUIIIINHBI

PesynbraTsl 00yueHus

Kpurepuu onenku

Mertonrn! orieHKH

[Iepeuyenp 3HaHMIi, OCBAaUBAEMBIX
B paMKax JUCLUILIUHBI:
-OCHOBHBIC TOHATHS, (PyHKIHH,
COCTaB M NPUHLHUIIBI PAOOTHI
OICPpalIuOHHBIX CUCTCM;
-IPUHLMIBl  B3aUMOJECHCTBHUS
yacTel KOMIIbIOTEPA;
-apXUTEKTYPBI COBPEMEHHBIX
OICPpalIMOHHBIX CUCTEM;
-0COOGHHOCTH TOCTPOCHHSI U

(YHKITMOHUPOBAHMSI  CEMCICTB
OTepalMOHHbIX cucTeM «Unixy,
«Linux», «Astra Linux» wu
«Windowsy;

-TIPUHIIHAITBI yIIPaBJICHUS
pecypcamMu B OIEpallMOHHOMN
CHUCTEME;

-OCHOBHBIE 3aaun

aJIMMHHUCTPUPOBAHUS U CIIOCOOBI
UX BBIIIOJIHEHUS B HU3Y4aeMbIX
ONEPALlMOHHBIE CUCTEMAX;

-CHUCTEMBI 0€30IacHOCTH
MH(GOPMAIIMOHHOTO
obecneueHUs 00OBEKTA.

YMmenns:

-YIPaBIIATh napamMmeTpamMu
3arpy3Ku ONEPALIMOHHOM
CHUCTEMBI;

-BBINIOJIHATH KOH(UTYpUpOBaHUE
anmapaTHbIX YCTPOMCTB;

-YIpaBIATh YUETHBIMU
3aIUCsIMH, HACTpauBaTh
nmapaMmeTpel  paboderd  cpemdpl
MOJTb30BATENCH;

-YIpaBIATh JTUCKaMH u
(bhaitnoBeIMHI CHCTEMAaMH,
HACTpanBaTh CEeTeBbIE
apamMeTphbl, VIIPaBIIST
pa3leleHneM  PECyYpcoB B

JIOKaJIbHOM CEeTH;
YIPaBIATh YCTPOMCTBAMHU BBOJA
— BBIBOJIA.

«OTIUYHO» -  TEOPETUUYECKOE
COJlep’)KaHUE  Kypca  OCBOCHO
MOJTHOCTBIO, 0€3 MPOoOEIOB, YMEHHS
cOpMHUPOBAHBI, BCE
MPEIyCMOTPEHHBIE  MTPOrpaMMOit
ydeOHbIC 3aJ]aHUs  BBINOJIHEHBI,
KaueCTBO WX BBIITOJIHCHUS OIICHEHO
BBICOKO.

«Xopomio» -  TEOPETUYECKOE
COJepKaHWE  Kypca  OCBOCHO
MMOJIHOCTBIO, oe3 po0eroB,
HEKOTOpEIC YMEHUS
COPMHPOBAaHBI  HEIOCTATOYHO,
BCE PEyCMOTPEHHBIC
nporpaMMoii  ydeOHbIC —3aJaHUs
BBITIOTHEHBI, HEKOTOpBIE  BHJIBI

SaI[aHI/IfI BBIIOJIHEHBI ¢ OIITMOKAMU.

«Y IOBIIETBOPUTEIIBHO) -
TEOPETUYECKOE CoJlepKaHue Kypca
OCBOEHO YaCTHYHO, HO MPOOEIIbI HE
HOCAT CYLIECTBEHHOI'O XapakTepa,
HeoOXouMble yMEHHUs pPabOTHI C
OCBOCHHBIM MaTepHaIOM B
OCHOBHOM c(opMUpPOBaHBI,
OOJIBIIMHCTBO MPETYCMOTPEHHBIX
nporpaMmoil oOyueHHs Y4eOHBIX
3aJJaHUil BBITIOJTHEHO, HEKOTOpEIE
u3 BBITTOJTHEHHBIX 3aaHui

CoJIep>KaT OIIUOKH.

«HeynoBneTBOpUTEIHHOY -
TEOPETUYECKOE CO/IepKaHue Kypca
HE OCBOEHO, HEOOXOANMbIE YMEHHUS
He c(hopMUPOBaHBI, BHITIOJHEHHBIE
y4eOHbIC 3a/IaHUsI COJEPKAT
rpyObie OLIHOKH.

-Y CTHBIE OIIPOCHI;
-KomnberorepHoe
TECTUPOBAHUE Ha
3HaHUE
TEPMHUHOJIOTHH T10
TEME;
-OneHEKa
BBITIOJIHEHUS

IMPAKTUYCCKHX n

CaMOCTOSATEIBHBIX
pabor;
-Onegka  orBeTa

Ha 3K3aMCHC.




